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Preface

The AUSCRYPT92 conference held on the Gold Coast, Queensland, Australia,
13-18 December, 1992 is the second conference held in the Southern Hemisphere
in cooperation with the International Association for Cryptologic Research. The
conference was very enjoyable and ran very smoothly, largely due to the efforts
of the General Chair, Professor Bill Caellt of the Queensland University of Tech-
nology and his colleagues Ed Dawson, Barry Arnison, Helen Bergen, Eleanor
Crosby, Diane Donovan, Ian Graham, Helen Gustafson, and Lauren Nielson.
There were 114 attendees from 18 countries and 5 continents.

This is the third conference held outside the EUROCRYPT szeries, held in Eu-
ropean countries each northern spring, and the CRYPTO series held in Santa
Barbara, California, USA each August. The other two were AUSCRYPT'90 held
in Sydney, New South Wales, Australiz in January 1990 and ASIACRYPT’01
held in Fujiyoshida, Japan in December 1992.

There were 77 submissions from 18 countries and 55 were accepted from 15
countries. Thirty were submitted from Asia and 15 accepted, 17 from Europe
and 13 accepted, 12 from North America and 8 accepted and 18 from Australia
of which 9 were accepted. In addition there were 7 presentaticns representing 5

- countries at the rump sessions. After refereeing, 3 of them were selected to be

published in these proceedings. All refereeing was carried cut blind: no names
were atlached to papers. Programine Committee members’ submissions were
anonymous and went through exactly the same refereeing procedure as all other
papers except thatl they were always sent to referees not in their own country. In
addition the Comrnittee chose four invited speakers: Yvo Desmedt from Univer-
sity of Wisconsin-Milwaukee, USA, Peter Landrock, the TACR President from
Denmark, Valery Korzhik from Russia and John Snare, Australia’s representa-
tive on the International Standards Committees. Please remember that these
invited talks were not, refereed and the authors bear full responsibility for their
contents.

It is our pleasure to acknowledge the efforts of all those who contributed to mak-
ing the conference a success. We especially wish to thank the members of the Pro-
gramme Committee: Mike Burmester (RHNBC, University of London, UK), Yvo
Desmedt (University of Wisconsin-Milwaukee, USA), Hideki Imai (University of
Tokyo but formerly of Yokohama National University, Japan), Svein Knapskog
(University of Trondheim, Norway), Rudi Lid! {University of Tasmania, Hobarl,
Australia), John Loxton (Macquarie University, Sydney, Australia), Tsutomu
Matsumoto (Yokohama National University, Japan), Josef Pieprzyk (University
of Wollongong, New South Wales, Australia), Rei Safavi-Naini, (University of
Wollongong, New South Wales, Australia) and the Programme Chair Jennifer
Seberry (University of Wollongong, New South Wales, Australia}. Many of these
referees will have uscd other persons to advise and evaluate and we sincercly
thank those anonymous persons. Josef Pieprzyk ably organized the Rump Ses-
H10181.
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A

We must thank my two valuable helpers Tor Jorsar Nordhegen (Worway) and
Marc Gysin (Swiszerland) who heiped so much with the electronic processing,
entering into the computer all referees’ comments that came by snail mail, then
helped to email and print Jetters for the acceptances and rejections so we could
get comments to authors as speedily as possible.

We wish to thank all the authors for sending their submissions {even ones thal
were unsuccessful), the speakers, aud all the participants of this and other IACR
conferences. We have established & tradition for high quality research and we
hope tiiis continues.

Wollongong, MNew South Wales, Australis ' Jepnifer Seberry
July 1993 Yuliang Zheng
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Threshold Cryptosystems

Y¥vo Desmedt*

EE & CS Department, University of Wisconsin—
Milwankee, WI 53201, U.5.A.

Abstract. Often the power to use a cryptosystem has to be shared. In
threshold schemes, t-out-of-l have the power to regenerate a secret key
(while less than ¢ have not). However threshold schemes cannot be used
directly in many applications, such as threshold signatures in which 1-
out-of-! have to co-sign a message. A normal threshold scheme would
require the sharcholders to send their shares to a trusted person who
would sign for them. But the use of such a trusted person violates the
main point of threshold signatures!

We first overview the research in the field and then discuss a threshold
decryption fsignature scheme which is as secure as RSA. We conclude by
giving a list of open problems.

1 Introduction

1.1 The Concept and its Importance

In the classical mechanical example used to illustrate sharing two bank clerks
are necessary to open the bank vault. While sharing schemes are useful for such
control purposes, more is required when wholesale {ransactions are co-signed by
two members of the bank. Indeed, when one requires that two bank clerks au-
thorize (or sign) a large transaction (appending an authenticator), it is required
that the authenticator is message dependent. The classical way to achieve this
13 to use first a sharing secret scheme which outputs the secret key. This secret
key is then given to an authentication scheme. The first solution has the obvicus
disadvantage that each of the clerks knows the secret key and could perform
(now or later) a fraud with it, e.g., by authenticating a different message. In
the second solution the shareholders transfer their complete power to a third
party. A better solution would be that the bank clerks calculate the authenti-
cator (or signature) all together such that above fraud is impossible, i.e., while
not divulging their shares. This last solution is precisely what threshold authen-
tication (or signature} is about. In general, the goal of threshold eryptography
is to design cryptosystems in which the power to perform a certain operation is
shared. A further generalization is to allow that we have a more general access
structure [29] than just a threshold.

The importance of threshold signature is clear when one considers that ma-
jority is often a threshold too and that in a democracy no member of the congress

* A part of this work has been supported by NSF Grant NCR-9106327,
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{parliament) has the power himself to make a law, but that s majority is required.
Even the concept of the president having a veto power can be included when
using general access structures instead of threshold schemes.

Threshold cryptography can contribute in the fight against abuse of power by
the government or any individual inside an organization. To give another illus-
{ration besides threshold signatures consider threshold decryption. In the United
States a proposal that would allow the government to eavesdrop encrypted mes-
sages has been heavily debated [36, p. 46] and [11}. Micali {31] proposed to use
threshold schemes to achieve this goal. In his scheme each user of 2 eryptosystem
has to deposit shares of his secret key in banks and other respectful organiza-
tions. When a court order is provided shareholders are forced to reveal their
shares to, let us say, the Federal Bureau of Investigation (FBI). A major dis-
advantage of his scheme is that once these shares have been provided to the
¥BI this organization could abuse the obtained secret key to decrypt any mes-
sage, even those sent after the court crder was successfully appealed. So once
such a court order has been successfully appealed, the receiver has to publish a
new public key. Threshold decryption allows for a scenario in which the court
specifies which messages have to be decrypted. Under the assumption that no
number of shareholders larger or equal than the threshold will ever become cor-
rupt, threshold decrypiion allows a threshold of sharehclders to deerypt specific
messages without leaking during this process anything about other plaintexts
or the secret key. So there is even no need to publish a new public key after a
successful appeal.

Another important preperty of threshold ceyptography is its reliability. This
refiability is needed in many organizations that must provide their services (e.g.,
sign and validate documents} even when the head is on vacation or sick.

1.2 Tts Origin

Let us now briefly overview the origin of threshold cryptography. The firet thresh-
old cryptosysiems were independently developed by Boyd [3], Croft-Harris [8]
and Desmedt [16].

A 2-out-of-l RSA {signature) scherme [37] has been presented by Boyd {3]. &t
is not clear whether this scheme is as secure as RSA. Shares of the secret expo-
nent d are given such that any two shareholders can sign a message. The final
output is 2 normal RSA signature. So, to verify the signature an ontsider does
not need to know who the shareholders are. In this apprcach it is sufficient that
all shareholders as a group have one public key and the sharehoiders themselves
could be eronymous. Examples of such groups are organizations we are familiar
with in our society, such as banks, companice, ete. The generation of the signa-
ture in this scheme is serial {one shareholder sends his partial result to the other
0 obtain the ESA signature).

A scheme for f-out-of-I “authorizations” has been proposed by Croft and
Harris [8]. They also attempted to present a threshold key exchange protocol.
Their scheme uses a prime order subgroup of Z,{*) (predating [38]}. Because the
authorizations are independent of the message the scheme is insecure for many
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applications. The threshold key exchange protocol suffers from a security bug
(less than the threshold of shareholders can break the system).

The author introduced the concept of society oriented cryptography [16].
Sender and receiver are then organizations instead of individuals. The author
described (what he would now call) threshold deeryption, in which a thresh-
old of shareholders are needed to decipher a message. To motivate the need for
threshold decryption the author cites that in some modern software companies
two supervisors are respousible for software developing projects. Continunity is
then guaranteed when one of supervisors leaves — a not unlikely event in this
business. Different problems are also introduced, many of which are still un-
solved. The solution presented for threshold decryption (in which the threshold
is 50%) is entirely based on mental games [24].

Although mental games can easily provide threshold cryptosystems they are
unsatisfactory because modern implementations are completely impractical by
requiring the shareholders to heavily interact. The challenge i1s the development
of non-inleractive threshold cryptosysiems. In Section 2 we overview the resnlts,
achieved so far, in attaining this goal. Seen above we further ignore in our dis-
cussions sohutions that need interaction between sharcholders.

1.3 Definition

Let us avoid to be too formal. Instead we will focus on the essential aspects
of threshold cryptography. Moreover readers for whom the examples above are
sufficient to grasp the meaning of threshold eryptography can skip the rest of
this section.

Let us suppose that we have a ctyptosystern A which is used in a crypto-
graphic protocol (A, R), where R is a collection of machines, so that we have a
robust {workable) and secure system. Let t and ! be fixed integers. If we now
replace the machine A by a collection of machines A = ( Ay, A2,..., A;,C) such
that:

1. (Relinbility) V{iy,..., 41} € {1,...,1}: the cryptographic protocol ((4;,,
Aiy, .., A, C), R), in which (4;,, As,, ..., Ai,, C) behave as an entity, sat-
isfies the former robustness and security condition,

2. (Threshold Security) W' <t —1:V{ir,...,ix} C {1,...,0} : (A, A;,,
...,.514;‘,,6*’) cannot give more power to an adversary by trying to help the
adversary, where ﬁ;j private information (tape) is identical to the one of A;;
and fi.'j has eavesdropped in previous executions of the scheme the output
of each shareholder, where, in the case of unconditional security ﬁ,—}. and
are any machines, while for conditional Threshold Security their computer
power is (polynomially) bounded,

then we call (A;, 4a, ..., As, C) a t-out-of-l threshold cryptosystem. If A, used in
the protocol (A, R), has been called an S-system, then we call (A1, A4, ..., 4),C)
a threshold S-system.
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To generalize the definition to include general sharing, we modify the Re-
lishility Condition (1.} to require that {#;,...,4} € Iy, ;3 and we modify
the Threshold Security Condition {2.) so that {#1,...,iv} & Iy 5, where
{1,y 1s the access stracture. We say that the entity A has anonymous mem-
bers [16) if the machines B above do not “see” the difference between the execu-
tion of (A, 2} and {(A;,, 4i,, - . -, As,, C), R). To achieve this “anonymity” € will
perform the external commmnications with R, receiving “partial resulis” from
Asy, Aiay -- - Al We call C the combiner

Thresheld schemes could be considered to be special cases of threshold eryp-
tography in whichk A’s output is equal to the key.

1.4 Background

We assume that the reader is familiar with the concept of threshold schemes (2,
39] and general sharing schemes [29] allowing a specific access structure to re-
construct a secret key. For a bibliography on sharing schemes consult [41].

An important tool in modern threshold cryptography is the concept of homo-
morphic sharing scheme [1}. Informally, a sharing scheme is homomorphic if the
product of the shares is a share of the product of the secret keys {in general the
first operator could be different from the second, moreover the product could be
a sum for example). A homomorphic sharing scheme is composite [1] if revealing
all the shares of the key ky * ky does not leak anything additional about (k1, k)
besides what k; * kg does. So a composite sharing scheme is “leak free”.

2 Overview of Existing Schemes

We overview research on threshold eryptography and its gemeralization towards
sharing cryptographic power in a general access structure setfing. Papers on re-
{ated topics are discussed jointiy. {So, papers that are multi disciplinary will be
cited more than once.) We do not rediscuss research already ciied in Section 1.2.
We avoid to discuss schemes that require internal interaction hetween the share-
holders, i0 avold overlap with mental garnes (secure distributed computation).

2.1  Threshold Decryption

In Sections 1.1 and 1.2 we already discussed two applications of threshold de-
cryption.

A scheme allowing fout-of-! shareholders to decrypt incoming ciphertexts
encrypted by the El Gamal {19] public key encryption scheme has been presented
by Frankel [20]. This was generalized towards {-out-of-{ decryption of El Gamal
type ciphertexts in [13], The Threchold Security of this scheme is easy to prove.
In other words it satisfies the requirement that whatever they attempt t — 1
shareheolders cannot help an adversary to eavesdrop. So it is as secure as the
original El Gamal scherne. Pedersen observed that there is no need for a trusted
key distributor in these schermes [35].
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t-out-of-I decryption of RSA [37] type ciphertexts has been presented in [14].
Lath and Harn [30] presented a shared decryption scheme based on RSA that
generalizes the threshold to any access structure. For some access structures the
shareholders need exponential computer power. The Threshold Security of both
schemes seems heuristic, because it is not clear how to prove {or disprove) that
t — 1 shareholders are of no help to an eavesdropper. For threshold decryption
this problem has been solved in [21]. Because RSA is not a proven secure public
key scheme, only the Threshold Security fact has heen proven, evidenily. We
briefly discuss the scheme in further detail in Section 3. In [21] it has also been
observed that using the general sharing scheme of Simmons-Jackson-Martin [42],
as adapted in [22], it is easy to make shared (in the sense of a general access)
decryption of RSA with proven Threshold Security. For some access structure
Simmons-Jackson-Martin generates exponentially large shates, requiring those
access structures to be excluded when the number of shareholders is not very
small (otherwise the scheme is impractical, moreover it would require the share-
holders a computer power that would allow them to break RSA anyway).

A proven secure public key threshold decryption scheme is presented in [9].
While all above schemes require that no shareholder will jam the computation
{e.g., by outputting random) this restriction has been removed as far as possible.

All the above shared decryption schemes are for an anonymous membership
scenario. Hwang [28] presented a discrete log based decryption scheme in which
the sender knows the shareholders.

Clearly the security of all these schemes is conditional. Unconditionally secure
threshold decryption is easy to achieve by combining the one-time-pad [43, 40]
with any threshold (general sharing} scheme.

2.2 Threshold Pseudorandom

The generation of a pseudorandom string by a threshold of anonymous share-
holders has been studied in [5, 9). The first scheine is based on RSA, while the
gecond is based on securc one way functions with homomorphic trapdoor (such
as RSA).

2.3 Threshold Encryption

The concept of shating the power to encrypt a message makes no sense in a
public key context, but does for symmetric cryptosysterns. De Santis, Desmedt,
Frankel and Yung present a proven secure threshold encryption scheme in {9]
which is based on a threshold pseudorandom generator.

Unconditionally secure threshold encryption is similar as decryption.

2.4 Threshold Authentication and Signatures

Unconditional Security Threshold generation of authenticators by a set with
anonymous members has been discussed in [14] (for a variant see also [18]).
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This has been extended to include general access structures in [12]. As demon-
strated in [12], the shared generation of anthenticators can be achieved using any
composite sharing scheme {1]. It was also observed that the Simmons-Jackson-
Martin [42] scheme, as adapted in [22], is a composite sharing scheme.
Threshold verification of user identifiers has been proposed in [10].

Signatures First we observe that threshold signatures are somewhat rclated
to multisignatures {e.g., {33, 32]) and group signatures {7]. In multisignatures
a raultiple of individuals are all going to sign a message. One could consider
multisignatures as f-out-of-! threshold signatures with known members, where ]
is not necessarily fixed. Group signatures could be viewed az 1-out-of-I threshold
“signatures” with anonymous merabers in which the anonymity has a trapdoor.
To avoid to be sidetracked we do no longer discuss multisignatures and group
signatures.

The shared generation by anonymocus members of an RS54 signature was
discussed in [14, 30, 21]. These schemes are very similar to the threshold {shared)
RSA decryption, discussed in Section 2.1, and have similar security.

Harn and Yang [27] discussed the threshold generation by anonymous mem-
bers of undeniable signatures [6].

De Santis, Desmedt, Frankel and Yung present a proven secure threshold
signature scheme with anonymons members in [9].

In undeniable signatures verifiers need the help of the signer to verify the
validity of the signature. Transferring this power to a threshold of known share-
holders has been discussed in [34]. Tt is important to observe that although any
shreshold of sharehclders can help in the verification, the reliability of this scheme
is only average. The scheme, based on a zero-knowledge protocol {see also Sec-
tion 2.5), requires that the shareholder’s computer does not go down immedi-
ately after having giving an cutput, but remains up for a certain time. We call
a scheme very relichle when one assumes that the number of shareholders that
must be up is larger or equal than a certain threshold but the set could change
dynamically at any mement during the execution of the external (the combiner
with the receivers R} protocol. If the scheme under consideration requires no
external interaction it is auloratically very refiable. But the verification process
in [34] requires external interaction and has only an average reliability.

QOiher Authentication Schemes A proven secure threshold authentication
scheme with anonymous co-authenticators was presented in {14]. The underly-
ing authentication scheme is an adaptation {15] of the Goldwasser-Micali-Rivest
scheme {26]. While the authentication tree is no longer needed, a zero-knowledge
protocol is used (see aleo Section 2.5). The scheme only provides average relia-
bility.

2.5 Threshold zero-konowledge proofs

A zero-knowladge protocol in which a threshold of known provers prove the
simultaneous discrete log has been proposed {34]. For the case that sharcholders
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are anonymous a threshold of shareholders can in perfect zero-knowledge prove
the knowledge of a square root, as briefly explained in [14]). Using [4, 17] this
protocol can easily be generalized to a whole class of zero-knowledge proofs for
different languages, as we further explain in Appendix A. Both protocels have
only an average reliability. How to achieve very reliable computationally zero-
knowledge proofs with a threshold of provers is explained in [9)].

3 Threshold RSA as Secure as RSA

To illustrate the concept of threshold cryptosystems and combiner, we now de-
scribe in more detail one threshold cryptosystem. Desmedt and Frankel an-
nounced in [14, p. 460] a t-out-of-! threshold RSA scheme as secure as RSA.
We here overview this Frankel-Desmedt scheme. We omit all proofs, which are
given in [21].

Let P(z) = Z:JQQUI 2%, where @ is a prime greater than or equal to { + 1.
Let Z[u] & Z[2]/(P(z)), i.¢., the ring of integer polynomials modulo P(z). Let
the public identity of shareholder # be: z; = 2;;,13 v, Finally let us define the
function Fyy : Z[u] — Z;bo + byu + - + bg_ou¥"% — by,

Key Initialization The trusted key distributor®:

Step 1 chooses n = pg and e and d as described in the RSA algorithm and
publishes the public key (e, r) of the organization,

Step 2 chooses with uniform probability distribution a random pelynomial
f(z) of degree t — 1 over Z,[u] such that f(0) = d mod ¥ where y =
[n/Mn)] - A(m)

Step 3 privately transmits to each co-signer ¢ the share K; = f(z;) evaluated
in Z,[u).

Observe that [n?/A(n)} - A(n) is not revealed in the above protocol. So a
shareholder considers K; as belonging to Z[u].

Co-Signing Assume that the set of co-signers B (|B{ =t), who will co-sign, is
known to all co-signers. Each shareholder i € B:

Step O precomputes in Z[u] (s0o modulo P(z)) a; s = K; -y p where

(0 — =;)
We= P
j],':-_}[; (2i — z;)
i
to obtain the integer a; p = Fo(au B).
Step 1 co-signs a (hashed) message M by sending Sar;p = M%5 to the
combiner, O

? Using mental games only during the initialization phase there is no need for a key
distributor when t is small enough.
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The Combiner sends the message and .the signature Sy = [1.c5 Snrc 8 mod 0
to the receiver.

One demonstrates in [21] that after precomputation the scheme is roughly as
efficient as RSA when £ < logyn. ¥t is also proven that the scheme iz Relisble
and Threshold Secure, i.e., as secure as RSA. A reader could object to call this
scheme non-interactive. Indeed sharsholders must know who is active (which set
B will co-sign), which normally requires some interaction. This problem can be
solved by combining the scheme with the homomorphic sharing scheme presented
in [17], as is discussed in detail in [9].

4 Conclusion

We have discussed the purpose and the need of threshold cryplosystems. We
have seen that a threshold scheme on itself does not provide the required security.
QOur overview has derncnstrated that this area has attracted a lot of research.
While secure disiributed computation has a more general scope (for an overview
consult [23]), many of these schemes are not practical. Threshold cryptography
is primarily interested in noa-interactive solutions. Moreover, to be as realistic
as possible, many schemes do not require that shareholders send in a giver order
their output to the combiner.

The attentive reader can see that some cryptosysiems have no threshold
equivalent yet. For example no threshold perfect zerc-knowledge proof for graph
isomorphism has been presented so far. Moreover no non-interactive threshold
generation of DSS signatures has been found. May be some of these open prob-
lems can be proven to have no non-interactive solution. Other oper problems
are to improve the performance of many schemes and/or to prove their limita-
tions. Although many threshold cryptosystems are based on some homomorphic
property it has not been proven that such a property is necessary to achieve
non-interactive threshold cryptosysiems.

A Threshold zero-knowledge proofs

We sketch how to generalize the threshold zero-knowledge proof of {14].

We follow the notations of [4]. So let us bricfly overview it. To simplify the
discussion we focus on the case that § = §' = ¢ is an Abelian group {although
some zero-knowledge protecols do not satisfy exactly this description they can
srivially be modified to fit it}. To have easy notations we assume m = 1. f is
homomorphism and f{G) = H C H’. I € H is the “public aumber” which is a
part of the input T and the “secret number” S belongs to a set G.

The protocol in which A is the prover and R ihe verifier, is ae follows:

First the verifier checks that I € H'. Then repeat sufficiently many times:

Step 1 A selects a random X € § and sends R: Z = f(X) (A’s cover).

Step 2 R sende A a random ¢ € () (R’s query).
Step 3 When g € (), Asends B: Y = X . 57 { A’s answer).
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Step 4 R verifies that Y € ¢ and that f(Y) = Z - I (R’s verification).

We now assume that multiplying and calculating inverses in G() can be done
in polynomial time and that G is sampleable.

Let us introduce the reader to techniques we use. In zero-knowledge sharing
schemes [17] the {view of the) key distribution phase can be simulated {25]. All
ezisting homomorphic sharing schemes have the property that the key & € &

can be written as:
k=] ¢ini(s), (1)
icB
where B is in the access structure, s; is i’s share, and 1; p is a function from
the set from which i’s shares are chosen to G. When a sharing scheme satis-
fies (1) we call it multiplicative. It was proven [22] that when the set of keys
is an Abelian group all ideal homemorphic sharing schemes are multiplicative.
(It is an open problem whether any non-ideal homomorphic sharing scheme is
multiplicative.} So, the homomorphic schemes of [17] for G(-) being any Abelian
group are mulliplicative, because they are ideal for a superset of G. Moreover
they are zero-knowledge. Also the Simmmons-Jadkson-Martin [42] general sharing
scheme, as adapted in [22], is maltiplicative if G(-) is an Abelian group. If the
shares are polynomially bounded it is also a zero-knowledge sharing scheme.
We now present the generalization. We assume that the set of co-provers B
involved in the proof is in the access structure and is known to all co-provers. For
a zero-knowledge interactive proof which can be described as above we explain
how to medify it to obtain a zero-knowledge scheme with shared provers. We
assume that a key distributor has given each shareholder its share s; of the secret
key S using a zero-knowledge multiplicative sharing scheme. Replace Steps 1-3
by:
Step 1 Each shareholder i € B selects a random X; € G and sends: Z; = f(X})
to C, the combiner. C calculates Z =[], p Z; and sends Z to R.
Step 2 K sends C a random ¢ € ¢ which C broadcasts to all shareholders.
Step 3 When ¢ € @, each shareholder ¢ € B sends C: ¥; = X; - (1 p(s:))?.
Then C calculates Y = [[;c p ¥7 and sends it to R.

The resulting protocol has the Threshold Security property. In other words,
the joint view of B U {C'} U {R}, where B is not in the access structure, is
simulatable (approximable). As in Section 3 the reader could object to call this
scheme non-interactive, because shareholders must know who is active. This can
easily be solved when the Simmons-Jackson-Martin [42] general sharing scheme
as adapted in [22] is used. It can also be solved using [17] based on a similar
technique as in [9].
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