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Preface

Selected Areas in Cryptography (SAC) is Canada’s annual research conference on
cryptography, held since 1994. The 28th edition of SAC was supposed to take place
at the University of Victoria in British Columbia, Canada. However, due to the ongoing
COVID-19 pandemic, SAC 2021 was held as a virtual event from September 29 to
October 1, 2021.

There are four areas covered at each SAC conference. Three of the areas are
permanent:

— Design and analysis of symmetric key primitives and cryptosystems, including block
and stream ciphers, hash functions, MAC algorithms, cryptographic permutations,
and authenticated encryption schemes.

— Efficient implementations of symmetric, public key, and post-quantum cryptography.

— Mathematical and algorithmic aspects of applied cryptology, including post-quantum

cryptology.

The fourth area is selected as a special topic for each edition. The special topic for
SAC 2021 was

— Privacy enhancing mechanisms and techniques.

We received 60 submissions that were reviewed in a double-blind review
process. Regular submissions received three reviews whereas submissions by Program
Committee (PC) members were reviewed by five PC members. All in all, 190 reviews
were written by our Program Committee, consisting of 38 members, and of course with
the help of 28 subreviewers. Eventually, 23 papers were accepted for publication in these
proceedings and presentation at the conference.

There were two invited talks at SAC 2021. The Stafford Taveres Lecture was given
by Sofia Celi, talking about “How private is secure messaging?”’. The second invited talk
was given by Eyal Ronen on the topic of “Privacy-Preserving Bluetooth Based Contact
Tracing—One Size Does Not Fit All”. The program of SAC 2021 was completed by a
preceding two-day summer school on September 27 and 28, 2021. During the summer
school, there was one day of lectures about “Machine-Checked Cryptography with
EasyCrypt and Jasmin” held by Francois Dupressoir, Benjamin Grégoire, and Vincent
Laporte. The second day focused on “Communication Privacy” with lectures by Ania
M. Piotrowska and Britta Hale. The advantage of an online conference is that almost all
lectures as well as the talks were recorded. Therefore, we want to point the interested
reader to the YouTube channel of the conference https://www.youtube.com/channel/UCi
PgSZ0hoOLQEENIRmhwbBQ.

We would like to thank all our colleagues who helped to make SAC 2021 a
success. Especially, we would like to thank the Program Committee members, and their
subreviewers, for their hard work during these daring times. We would also like to thank
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the invited speakers and the summer school lecturers for making the time to give a talk
at yet another online conference. Finally, we would like to thank Orr Dunkelman and
Michael J. Jacobson, Jr. for their help and advice.

January 2022 Andreas Hiilsing
Riham AlTawy
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How Private is Secure Messaging?

Sofia Celi
Cloudfiare, Portugal

Abstract. Secure messaging is on the rise: applications want to
implement it, parties want to regulate it, users want to understand it.
With a broad arrange of protocols, applications and options, how do users
choose the secure messaging option to use? How do they know which
security properties they provide? While these initial questions focus on
the security part of the secure messaging sphere and its interaction with
users, the privacy part is often left out from the discourse. For many,
thinking about the privacy notion is integral when talking about secure
messaging; while, for others, it is an optional thought. On this talk, we
will explore what privacy means in the secure messaging sphere and why
we think it is vital to it. We will answer questions such as: what privacy
properties are missing from this security idea? Is it only about protecting
metadata? what is their impact in the real-world and its policies? Do they
translate to a user interface perspective?



Privacy-Preserving Bluetooth Based Contact
Tracing—One Size Does Not Fit All

Eyal Ronen
Tel Aviv University, Israel

Abstract. In recent months multiple proposals for contact tracing
schemes for combating the spread of COVID-19 have been published.
Many of those proposals try to implement this functionality in a
decentralized and privacy-preserving manner using Bluetooth Low
Energy (BLE). The different schemes provide different trade-offs
between privacy, security, and explainability. We claim that different
countries, with different needs and cultural norms may require different
trade-offs. We present “Hashomer”, a contact tracing scheme that has
been tailored to needs and cultural norms in Israel. In this talk, we
will explain the specific trade-offs we made and the different challenges
we faced. Our scheme was adopted by the Israeli Ministry of Health
(MoH) and released as part of the national contact tracing application—
“Hamagen”.
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