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Preface

The 41st Annual International Conference on the Theory and Applications of Crypto-
graphic Techniques, Eurocrypt 2022, was held in Trondheim, Norway. Breaking tradi-
tion, the conference started on the evening of Monday, May 30, and ended at noon on
Friday, June 3, 2022. Eurocrypt is one of the three flagship conferences of the Interna-
tional Association for Cryptologic Research (IACR), which sponsors the event. Colin
Boyd (NTNU, Norway) was the general chair of Eurocrypt 2022 who took care of all
the local arrangements.

The 372 anonymous submissions we received in the IACR HotCRP system were each
reviewed by at least three of the 70 Program Committee members (who were allowed
at most two submissions). We used a rebuttal round for all submissions. After a lengthy
and thorough review process, 85 submissions were selected for publication. The revised
versions of these submissions can be found in these three-volume proceedings.

In addition to these papers, the committee selected the “EpiGRAM: Practical Gar-
bled RAM” by David Heath, Vladimir Kolesnikov, and Rafail Ostrovsky for the best
paper award. Two more papers — “On Building Fine-Grained One-Way Functions from
Strong Average-Case Hardness” and “Quantum Algorithms for Variants of Average-
Case Lattice Problems via Filtering” received an invitation to the Journal of Cryptology.
Together with presentions of the 85 accepted papers, the program included two invited
talks: The IACR distinguished lecture, carried by Ingrid Verbauwhede, on “Hardware:
an essential partner to cryptography”, and “Symmetric Cryptography for Long Term
Security” by María Naya-Plasancia.

We would like to take this opportunity to thank numerous people. First of all, the
authors of all submitted papers, whether they were accepted or rejected. The Program
Committee members who read, commented, and debated the papers generating more
than 4,500 comments(!) in addition to a large volume of email communications. The
review process also relied on 368 subreviewers (some of which submitted more than one
subreivew). We cannot thank you all enough for your hard work.

A few individuals were extremely helpful in running the review process. First and
foremost, Kevin McCurley, who configured, solved, answered, re-answered, supported,
and did all in his (great) power to help with the IACR system. Wkdqn Brx! We are
also extremely grateful to Gaëtan Leurent for offering his wonderful tool to make paper
assignment an easy task. The wisdom and experience dispensed by Anne Canteaut,
Itai Dinur, Bart Preneel, and François-Xavier Standaert are also noteworthy and helped
usher the conference into a safe haven. Finally, we wish to thank the area chairs—Sonia
Belaïd, Carmit Hazay, Thomas Peyrin, Nigel Smart, and Martijn Stam. You made our
work manageable.

Finally, we thank all the people who were involved in the program of Eurocrypt 2022:
the rump session chairs, the session chairs, the speakers, and all the technical support
staff in Trondheim. We would also like to mention the various sponsors and thank them
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for the generous support. We wish to thank the continuous support of the Cryptography
Research Fund for supporting student speakers.

May 2022 Orr Dunkelman
Stefan Dziembowski
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Pavel Hubáček Charles University, Czech Republic
Tibor Jager University of Wuppertal, Germany
Dmitry Khovratovich Ethereum Foundation, Luxembourg
Gregor Leander Ruhr University Bochum, Germany
Gaëtan Leurent Inria, France
Helger Lipmaa Simula UiB, Norway
Shengli Liu Shanghai Jiao Tong University, China
Alex Lombardi Massachusetts Institute of Technology, USA
Hemanta K. Maji Purdue University, USA
Giulio Malavolta Max Planck Institute for Security and Privacy,

Germany
Peihan Miao University of Illinois at Chicago, USA
Pratyay Mukherjee Visa Research, USA
David Naccache ENS Paris, France
Svetla Nikova KU Leuven, Belgium
Miyako Ohkubo National Institute of Information and

Communications, Japan
Arpita Patra Indian Institute of Science, India
Alice Pellet-Mary CNRS and University of Bordeaux, France
Thomas Peyrin Nanyang Technological University, Singapore
Josef Pieprzyk CSIRO Data61, Australia, and Institute of

Computer Science, PAS, Poland
Bertram Poettering IBM Research Europe - Zurich, Switzerland
Peter Rindal Visa Research, USA
Carla Ràfols Universitat Pompeu Fabra, Spain
Amin Sakzad Monash University, Australia
Alessandra Scafuro North Carolina State University, USA
Nigel Smart KU Leuven, Belgium
Martijn Stam Simula UiB, Norway



Organization ix

Meltem Sönmez Turan National Institute of Standards and Technology,
USA

Daniele Venturi Sapienza University of Rome, Italy
Ivan Visconti University of Salerno, Italy
Gaoli Wang East China Normal University, China
Stefan Wolf University of Italian Switzerland, Switzerland
Sophia Yakoubov Aarhus University, Denmark
Avishay Yanai VMware Research, Israel
Bo-Yin Yang Academia Sinica, Taiwan
Arkady Yerukhimovich George Washington University, USA
Yu Yu Shanghai Jiao Tong University, China
Mark Zhandry NTT Research and Princeton University, USA

Subreviewers

Behzad Abdolmaleki
Ittai Abraham
Damiano Abram
Anasuya Acharya
Alexandre Adomnicai
Amit Agarwal
Shweta Agrawal
Thomas Agrikola
Akshima
Navid Alamati
Alejandro Cabrera Aldaya
Bar Alon
Miguel Ambrona
Hiroaki Anada
Diego F. Aranha
Victor Arribas
Tomer Ashur
Gennaro Avitabile
Matilda Backendal
Saikrishna Badrinarayanan
Shi Bai
Ero Balsa
Augustin Bariant
James Bartusek
Balthazar Bauer
Carsten Baum
Ämin Baumeler
Arthur Beckers
Charles Bédard

Christof Beierle
Pascal Bemmann
Fabrice Benhamouda
Francesco Berti
Tim Beyne
Rishabh Bhadauria
Adithya Bhat
Sai Lakshmi Bhavana Obbattu
Alexander Bienstock
Erica Blum
Jan Bobolz
Xavier Bonnetain
Cecilia Boschini
Raphael Bost
Vincenzo Botta
Katharina Boudgoust
Christina Boura
Zvika Brakerski
Luís Brandão
Lennart Braun
Jacqueline Brendel
Gianluca Brian
Anne Broadbent
Marek Broll
Christopher Brzuska
Chloe Cachet
Matteo Campanelli
Federico Canale
Anne Canteaut



x Organization

Ignacio Cascudo
Andre Chailloux
Nishanth Chandran
Donghoon Chang
Binyi Chen
Shan Chen
Weikeng Chen
Yilei Chen
Jung Hee Cheon
Jesus-Javier Chi-Dominguez
Seung Geol Choi
Wutichai Chongchitmate
Arka Rai Choudhuri
Sherman S. M. Chow
Jeremy Clark
Xavier Coiteux-Roy
Andrea Coladangelo
Nan Cui
Benjamin R. Curtis
Jan Czajkowski
Jan-Pieter D’Anvers
Hila Dahari
Thinh Dang
Quang Dao
Poulami Das
Pratish Datta
Bernardo David
Gareth T. Davies
Hannah Davis
Lauren De Meyer
Gabrielle De Micheli
Elke De Mulder
Luke Demarest
Julien Devevey
Siemen Dhooghe
Denis Diemert
Jintai Ding
Jack Doerner
Xiaoyang Dong
Nico Döttling
Benjamin Dowling
Yang Du
Leo Ducas
Julien Duman
Betul Durak
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Arantxa Zapico
Greg Zaverucha
Shang Zehua
Tina Zhang
Wentao Zhang
Yinuo Zhang
Yu Zhou
Cong Zuo



Contents – Part II

Cryptographic Protocols

Single-Server Private Information Retrieval with Sublinear Amortized Time . . . 3
Henry Corrigan-Gibbs, Alexandra Henzinger, and Dmitry Kogan

Anamorphic Encryption: Private Communication Against a Dictator . . . . . . . . . . 34
Giuseppe Persiano, Duong Hieu Phan, and Moti Yung

A PCP Theorem for Interactive Proofs and Applications . . . . . . . . . . . . . . . . . . . . 64
Gal Arnon, Alessandro Chiesa, and Eylon Yogev

Group Signatures and More from Isogenies and Lattices: Generic, Simple,
and Efficient . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

Ward Beullens, Samuel Dobson, Shuichi Katsumata, Yi-Fu Lai,

and Federico Pintore

Asymmetric PAKE with Low Computation and communication . . . . . . . . . . . . . . 127
Bruno Freitas Dos Santos, Yanqi Gu, Stanislaw Jarecki,

and Hugo Krawczyk

Batch-OT with Optimal Rate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
Zvika Brakerski, Pedro Branco, Nico Döttling, and Sihang Pu

Adaptively Secure Computation for RAM Programs . . . . . . . . . . . . . . . . . . . . . . . . 187
Laasya Bangalore, Rafail Ostrovsky, Oxana Poburinnaya,

and Muthuramakrishnan Venkitasubramaniam

Optimal Broadcast Encryption and CP-ABE from Evasive Lattice
Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 217

Hoeteck Wee

Embedding the UC Model into the IITM Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 242
Daniel Rausch, Ralf Küsters, and Céline Chevalier

Zero-Knowledge Proofs

Zero-Knowledge IOPs with Linear-Time Prover and Polylogarithmic-Time
Verifier . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 275

Jonathan Bootle, Alessandro Chiesa, and Siqi Liu



xvi Contents – Part II

Non-Interactive Zero-Knowledge Proofs with Fine-Grained Security . . . . . . . . . . 305
Yuyu Wang and Jiaxin Pan

On Succinct Non-interactive Arguments in Relativized Worlds . . . . . . . . . . . . . . . 336
Megan Chen, Alessandro Chiesa, and Nicholas Spooner

Families of SNARK-Friendly 2-Chains of Elliptic Curves . . . . . . . . . . . . . . . . . . . 367
Youssef El Housni and Aurore Guillevic

Fiat–Shamir Bulletproofs are Non-Malleable (in the Algebraic Group
Model) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 397

Chaya Ganesh, Claudio Orlandi, Mahak Pancholi, Akira Takahashi,

and Daniel Tschudi

Gemini: Elastic SNARKs for Diverse Environments . . . . . . . . . . . . . . . . . . . . . . . . 427
Jonathan Bootle, Alessandro Chiesa, Yuncong Hu, and Michele Orrú

Stacking Sigmas: A Framework to Compose Σ-Protocols for Disjunctions . . . . 458
Aarushi Goel, Matthew Green, Mathias Hall-Andersen,

and Gabriel Kaptchuk

One-Shot Fiat-Shamir-Based NIZK Arguments of Composite Residuosity
and Logarithmic-Size Ring Signatures in the Standard Model . . . . . . . . . . . . . . . . 488

Benoît Libert, Khoa Nguyen, Thomas Peters, and Moti Yung

SNARGs for P from Sub-exponential DDH and QR . . . . . . . . . . . . . . . . . . . . . . . . 520
James Hulett, Ruta Jawale, Dakshita Khurana,

and Akshayaram Srinivasan

Cryptographic Primitives

Optimal Tightness for Chain-Based Unique Signatures . . . . . . . . . . . . . . . . . . . . . . 553
Fuchun Guo and Willy Susilo

On Building Fine-Grained One-Way Functions from Strong Average-Case
Hardness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 584

Chris Brzuska and Geoffroy Couteau

On the Multi-user Security of Short Schnorr Signatures with Preprocessing . . . . 614
Jeremiah Blocki and Seunghoon Lee

Multi-Designated Receiver Signed Public Key Encryption . . . . . . . . . . . . . . . . . . . 644
Ueli Maurer, Christopher Portmann, and Guilherme Rito



Contents – Part II xvii

A Fast and Simple Partially Oblivious PRF, with Applications . . . . . . . . . . . . . . . 674
Nirvan Tyagi, Sofía Celi, Thomas Ristenpart, Nick Sullivan,

Stefano Tessaro, and Christopher A. Wood

Hiding in Plain Sight: Memory-Tight Proofs via Randomness Programming . . . 706
Ashrujit Ghoshal, Riddhi Ghosal, Joseph Jaeger, and Stefano Tessaro

Dynamic Collusion Bounded Functional Encryption from Identity-Based
Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 736

Rachit Garg, Rishab Goyal, George Lu, and Brent Waters

Property-Preserving Hash Functions for Hamming Distance from Standard
Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 764

Nils Fleischhacker, Kasper Green Larsen, and Mark Simkin

Short Pairing-Free Blind Signatures with Exponential Security . . . . . . . . . . . . . . . 782
Stefano Tessaro and Chenzhi Zhu

Real-World Systems

CoCoA: Concurrent Continuous Group Key Agreement . . . . . . . . . . . . . . . . . . . . . 815
Joël Alwen, Benedikt Auerbach, Miguel Cueto Noval, Karen Klein,

Guillermo Pascual-Perez, Krzyzstof Pietrzak, and Michael Walter

Efficient Schemes for Committing Authenticated Encryption . . . . . . . . . . . . . . . . 845
Mihir Bellare and Viet Tung Hoang

On the Concrete Security of TLS 1.3 PSK Mode . . . . . . . . . . . . . . . . . . . . . . . . . . . 876
Hannah Davis, Denis Diemert, Felix Günther, and Tibor Jager

Correction to: Non-Interactive Zero-Knowledge Proofs with Fine-Grained
Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . C1

Yuyu Wang and Jiaxin Pan

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 907


