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Rationale

The CCIS series is devoted to the publication of proceedings of computer science con-
ferences. Its aim is to efficiently disseminate original research results in informatics
in printed and electronic form. While the focus is on publication of peer-reviewed full
papers presenting mature work, inclusion of reviewed short papers reporting on work in
progress is welcome, too. Besides globally relevant meetings with internationally repre-
sentative program committees guaranteeing a strict peer-reviewing and paper selection
process, conferences run by societies or of high regional or national relevance are also
considered for publication.

Topics

The topical scope of CCIS spans the entire spectrum of informatics ranging from foun-
dational topics in the theory of computing to information and communications science
and technology and a broad variety of interdisciplinary application fields.

Information for Volume Editors and Authors

Publication in CCIS is free of charge. No royalties are paid, however, we offer registered
conference participants temporary free access to the online version of the conference
proceedings on SpringerLink (http://link.springer.com) by means of an http referrer from
the conference website and/or a number of complimentary printed copies, as specified
in the official acceptance email of the event.

CCIS proceedings can be published in time for distribution at conferences or as post-
proceedings, and delivered in the form of printed books and/or electronically as USBs
and/or e-content licenses for accessing proceedings at SpringerLink. Furthermore, CCIS
proceedings are included in the CCIS electronic book series hosted in the SpringerLink
digital library at http://link.springer.com/bookseries/7899. Conferences publishing in
CCIS are allowed to use Online Conference Service (OCS) for managing the whole
proceedings lifecycle (from submission and reviewing to preparing for publication) free
of charge.

Publication process

The language of publication is exclusively English. Authors publishing in CCIS have
to sign the Springer CCIS copyright transfer form, however, they are free to use their
material published in CCIS for substantially changed, more elaborate subsequent publi-
cations elsewhere. For the preparation of the camera-ready papers/files, authors have to
strictly adhere to the Springer CCIS Authors’ Instructions and are strongly encouraged
to use the CCIS LaTeX style files or templates.

Abstracting/Indexing

CCIS is abstracted/indexed in DBLP, Google Scholar, EI-Compendex, Mathematical
Reviews, SCImago, Scopus. CCIS volumes are also submitted for the inclusion in IST
Proceedings.

How to start
To start the evaluation of your proposal for inclusion in the CCIS series, please send an
e-mail to ccis @springer.com.


http://link.springer.com
http://link.springer.com/bookseries/7899
mailto:ccis@springer.com

Todor Tagarev - Nikolai Stoianov
Editors

Digital Transformation,
Cyber Security

and Resilience
Second International Conference, DIGILIENCE 2020

Varna, Bulgaria, September 30 — October 2, 2020
Revised Selected Papers

@ Springer



Editors

Todor Tagarev Nikolai Stoianov
Institute of Information and Communication Bulgarian Defence Institute
Technologies Sofia, Bulgaria

Sofia, Bulgaria

ISSN 1865-0929 ISSN 1865-0937 (electronic)
Communications in Computer and Information Science
ISBN 978-3-031-44439-5 ISBN 978-3-031-44440-1 (eBook)

https://doi.org/10.1007/978-3-031-44440-1

© The Editor(s) (if applicable) and The Author(s), under exclusive license
to Springer Nature Switzerland AG 2024

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of
the material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors, and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the
editors give a warranty, expressed or implied, with respect to the material contained herein or for any errors
or omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

Paper in this product is recyclable.


https://orcid.org/0000-0003-4424-0201
https://orcid.org/0000-0002-4953-4172
https://doi.org/10.1007/978-3-031-44440-1

Preface

The rapid development and integration of information and communication technologies
influence the ways in which people work, fight, study, organize their political represen-
tation, communicate, and relax. The process of digitalization transforms our lives but
also brings new threats and ways to promote security and safety. To reflect on the new
opportunities and challenges and present novel solutions, a group of academics and prac-
titioners decided in 2019 to launch the series of international scientific conferences under
the title “Digital Transformation, Cyber Security and Resilience”, or DIGILIENCE for
short. The proceedings of the first conference were published by Springer Nature in
volume 84 of the series “Studies in Big Data” [1].

This volume includes selected papers from the second DIGILIENCE conference,
hosted during Sept. 30 — Oct. 2, 2020 by the Bulgarian Naval Academy, Varna, Bulgaria.
119 submissions went through a single-blind review process, with three reviews per
paper. The conference program included fifty-eight accepted and six invited papers,
along with plenary discussions. It was structured in the following themes:

ICT Governance and Management for Digital Transformation
Human Systems Integration Approach to Cybersecurity
Education and Training for Cyber Resilience

Novel Conceptual Approaches and Solutions

Cyber Situational Awareness and Information Exchange
Security Implications and Solutions for IoT Systems
Protecting Critical Infrastructures from Cyberattacks

Big Data and Artificial Intelligence for Cybersecurity

Secure Communication and Information Protection
Advanced ICT Security Solutions

Due to the COVID-19 pandemic, the conference was conducted in a mixed format
with approximately 50 participants physically present at the Bulgarian Naval Academy,
and the remainder participating online. Eighteen of them were Ph.D. students or young
researchers. In total, the participants represented 13 different countries, the NATO
Communications and Information Agency and the European Defence Agency.

The Steering Committee of the conference invited the authors of selected papers to
contribute to this volume. The final product, presented here, includes 17 papers organized
in six sections:

Cyber Situational Awareness, Information Sharing and Collaboration
Protecting Critical Infrastructures and Essential Services from Cyberattacks
Big Data and Artificial Intelligence for Cybersecurity

Advanced ICT Security Solutions

Education and Training for Cyber Resilience

ICT Governance and Management for Digital Transformation



vi Preface

We continue to work towards turning the DIGILIENCE conference series into
a valuable platform for exchanging and strengthening cybersecurity knowledge and
contributing to the resiliency of our societies in the process of digital transformation.

February 2023 Todor Tagarev
Nikolai Stoianov
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