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Visual Cryptography 

Zohra TIFEDJADJINE 
Department of Electronics  

University of Batna  

Abstract 

The advancement of digital image emphasizes the need for copyright protection. 

Digital watermarking is one of the most popular techniques and a very active research 

area for copyright protection of documents and media. 

In this thesis, we propose a watermark technique for halftone image based on 

visual cryptography. The proposed method is simple and efficient. 

The core idea of this thesis is to combine watermarking, halftoning and visual 

cryptography; we introduce error diffusion techniques for halftoning; three most known 

filters of error were used: Floyd and Steinberg, Jarvis and Judice and Ninke and Stucki 

methods to convert the gray level image into binary image. 

The system security is guaranteed by using a visual cryptography approach to 

generate two random shares of a watermark; public watermark and secret watermark.  

We propose two algorithms to embed the watermark: the first algorithm is to 

insert the public watermark into the host halftone image, while the owner holds the 

secret watermark. The second algorithm is to create a secret key (secret watermark) 

according to the host image. Without the secret watermark it is impossible to extract the 

watermark even if the embedding algorithm is published for the two algorithms; the first 

and second schemes are with the halftone image. In the first scheme, we utilize the 
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concept of the visual cryptography to generate two shares; one public and another secret 

watermark before embedding the public watermark into the host halftone image. In the 

second scheme, the main idea is to create a secret key (secret watermark) to augment the 

security. 

Various experiments are presented to demonstrate the capacity, imperceptibility 

and robustness measures of the proposed algorithms, such as JPEG compression, 

sharpening, blurring, cropping and addition noise. 

 

Key words: Watermarking, Halftoning, Error diffusion, Visual Secret Sharing, network 

security 

 ii

B
IB

LI
O

TH
E

Q
U

E
   

 D
U

   
 C

E
R

IS
T



Contents 
 

Abstract .............................................................................................................................. i 

Acknowledgement .............................................................................................................. iii 

Contents ............................................................................................................................. iv 

List of Tables ..................................................................................................................... vi 

List of Figures .................................................................................................................... vii 

 List of Symbols.................................................................................................................. x 

Chapter 1    State of the art 

1.1 Introduction ..................................................................................................  01 

1.2 Halftoning......................................................................................................  02 

1.3 Visual cryptography ......................................................................................  03 

1.4 Watermarking ................................................................................................  04 

1.4.1 Spatial domain......................................................................................  05 

1.4.2 Transform domain................................................................................  08 

1.4.3 Feature Domain Techniques (Second Generation Watermarking) ......  11 

1.5 Halftone image watermarking .......................................................................  11 

1.6 Characteristic of watermarks.........................................................................  13 

1.6.1 Imperceptibility....................................................................................  13 

1.6.2 Robustness ...........................................................................................  14 

1.6.3 Complexity...........................................................................................  14 

1.6.4 Capacity ...............................................................................................  15 

1.7 Watermarking applications............................................................................  15 

1.7.1 Fingerprinting.......................................................................................  15 

1.7.2 Indexing ...............................................................................................  16 

1.7.3 Copyright Protection & Owner identification......................................  16 

1.7.4 Broadcast monitoring...........................................................................  16 

1.7.5 Copy protection ...................................................................................  16 

1.7.6 Data Authentication ............................................................................  17 

1.7.7 Data Hiding (Covert Communications) ...............................................  17 

1.7.8 Medical Safety .....................................................................................  17 

1.8  Research objectives ......................................................................................  17 

1.9  Organization of the thesis .............................................................................   18 

 iv

B
IB

LI
O

TH
E

Q
U

E
   

 D
U

   
 C

E
R

IS
T



Chapter 2   Visual cryptography 

2.1 Introduction ...................................................................................................  19 

2.2 Naor and Shamr model ..................................................................................  19 

2.3 Manipulation..................................................................................................  24 

2.4 Some results...................................................................................................  26 

2.4.1    2 out of 2 with 2 subpixels .............................................................  26 

2.4.2    2 out of 2 with 4 subpixels ..............................................................  27 

2.4.3   3 out of 3 with 4 subpixels ...............................................................  28 

2.4.4    4 out of 4 with 9 subpixels ..............................................................  29 

2.5 Conclusion.....................................................................................................  30 

Chapter 3   Halftone image watermarking using visual cryptography 

3.1 Introduction ...................................................................................................  31 

3.2 Overview of watermark embedding ..............................................................  31 

3.2.1    Image independent .........................................................................  32 

3.2.2    Image dependent .............................................................................  32 

3.3 Watermarking design.....................................................................................  33 

3.4 Halftoning: Converting procedure.................................................................  35 

3.5 Watermarking procedure ...............................................................................  37 

3.5.1   Proposed Algorithm 1 ...........................................................................  37 

3.5.1.1    Classification of block type.....................................................  39 

3.5.1.2    Duplicated and Splitting watermark........................................  40 

3.5.1.3    The embedding procedure .......................................................  42 

3.5.1.4    The extracting procedure.........................................................  42 

3.5.2    Proposed Algorithm 2 ..........................................................................  46 

3.6 Trade-off between the proposed algorithms..................................................  48 

3.7 Host images ...................................................................................................  49 

3.8 Watermark images.........................................................................................  50 

3.9 Programming language..................................................................................  51 

3.10 Conclusion.....................................................................................................  51 

Chapter 4   Robustness analysis  

4.1 Introduction ...................................................................................................  52 

4.2 JPEG compression.........................................................................................  52 

 v

B
IB

LI
O

TH
E

Q
U

E
   

 D
U

   
 C

E
R

IS
T



4.3 Filtering .........................................................................................................  54 

4.3.1    Low pass filter ................................................................................  55 

4.3.2    High pass filter ................................................................................  55 

4.3.3   Median filter.....................................................................................  55 

4.4 Cropping ........................................................................................................  56 

4.5 .Noise.............................................................................................................  56 

4.6 Correlation results .........................................................................................  56 

4.7 Results and discussion...................................................................................  57 

4.7.1    JPEG Compression..........................................................................  57 

4.7.2    Filtering ...........................................................................................  61 

4.7.3   Cropping...........................................................................................  65 

4.7.4    Noise ...............................................................................................  69 

4.8 Comparison and discussion ........................................................................... 70 

4.9 Conclusion..................................................................................................... 73 

Chapter 5   Capacity and Imperceptibility analysis 

5.1 Introduction ...................................................................................................  75 

5.2 Capacity .........................................................................................................  75 

5.3 Imperceptibility .............................................................................................  89 

5.4 Discussion and Conclusion............................................................................  97 

Chapter 6   Conclusion and future works 

6.1.Conclusion ........................................................................................................  99 

6.2. Future works ...................................................................................................  100 

References .........................................................................................................................  101 

Appendix  ...........................................................................................................................  a 

 

 vi

B
IB

LI
O

TH
E

Q
U

E
   

 D
U

   
 C

E
R

IS
T




